Abstract-Non-orthogonal multiple access (NOMA) has been proposed as a promising multiple access approach for 5G mobile systems because of its superior spectrum efficiency. However, the privacy between the NOMA users may be compromised due to the transmission of a superposition of all users' signals to successive interference cancellation (SIC) receivers. In this paper, we propose two schemes based on beamforming optimization for NOMA that can enhance the security of a specific private user while guaranteeing the other users' quality of service (QoS). Specifically, in the first scheme, when the transmit antennas are inadequate, we intend to maximize the secrecy rate of the private user, under the constraint that the other users' QoS is satisfied. In the second scheme, the private user's signal is zero-forced at the other users when redundant antennas are available. In this case, the transmission rate of the private user is also maximized while satisfying the QoS of the other users. Due to the non-convexity of optimization in these two schemes, we first convert them into convex forms, and then, an iterative algorithm based on the Concave-Convex Procedure is proposed to obtain their solutions. The extensive simulation results are presented to evaluate the effectiveness of the proposed schemes.
I. INTRODUCTION
R ECENTLY, non-orthogonal multiple access (NOMA) has emerged as a pivotal technique to satisfy the diverse requirements for the fifth-generation (5G) mobile networks, such as massive connectivity, high reliability and efficient spectrum utilization [2] , [3] . Unlike conventional orthogonal multiple access (OMA), NOMA allows more than one users to simultaneously access a single orthogonal resource block, such as a time slot, a subcarrier, or a spreading code [2] , [4] . Owing to the advantages of its high spectral efficiency and cell-edge throughput, NOMA has attracted great attention from both academia and industry. The NOMA principle can be implemented in two forms, one based on the use of a single resource block and the other relying on the hybrid implementation of NOMA [5] , [6] . In this paper, we focus on the former, which is also termed power domain NOMA.
For power-domain NOMA, the users' signals are superposed through power multiplexing based on their channel conditions. To remove the interference at receivers, successive interference cancellation (SIC) is applied to retrieve the intended signal [5] , [7] . The performance of power-domain NOMA for cellular radio access was studied by Saito et al. [8] , and both the capacity and cell-edge throughput in downlink NOMA with SIC were analyzed. In [9] , Ding et al. proposed a cooperative NOMA scheme to further enhance the system reliability. Secondary NOMA relay was utilized by Chen et al. to access the spectrum while helping the long-distance primary transmission via relay [10] . In [11] , using simultaneous wireless information and power transfer (SWIPT) in NOMA, Liu et al. presented a novel cooperative SWIPT NOMA protocol. Some basic work was done by Wu et al. on the optimal power allocation and scheduling for NOMA relay-assisted networks in [12] , which can achieve significant improvement on performance. In [13] , Lv et al. proposed a novel millimeter-wave NOMA scheme to guarantee the QoS of massive devices in cellular machine-to-machine systems. Moreover, to further enhance the performance of NOMA, novel frameworks for multi-antenna NOMA systems were investigated in [14] and [15] . In [16] , Chen et al. studied the impact of quasi-degradation on NOMA, based on which, an effective precoding algorithm for downlink multi-input single-output (MISO) NOMA was proposed. In [17] , the sum rate was optimized in the downlink MISO NOMA system by Hanif et al. via a minorization-maximization algorithm. Recently, some excellent work was done by Qiu et al. to achieve without SIC in [18] .
However, due to the openness of wireless channels, there exist several security challenges in NOMA networks [2] . In particular, a user with stronger channel in NOMA systems has to decode some weaker users' messages before recovering its own signal. This potentially causes information leakage and intrudes their privacy. Hence, secure transmission is a challenging issue in NOMA systems, especially for internal private users [2] . To tackle with this issue, physical layer security (PLS) has been proposed to combat malicious eavesdroppers and guarantee the security and privacy of wireless networks [19] , [20] . The inspirational work by Wyner [21] illustrated a novel framework for wire-tap channels, and proved that nearly perfect secrecy can be achieved using the physical characteristics of wireless channels. Since then, PLS has been widely investigated to enhance the security of wireless communications, e.g., transceiver beamforming designs [22] - [24] , cooperative relay/jamming [25] - [28] , artificial noise [29] , [30] , interference alignment [31] , [32] , etc. Particularly, secure beamforming optimization can achieve reliable performance when multiple antennas are equipped. In [33] , Lv et al. proposed three effective schemes based on secrecy transmit beamforming in a two-tier downlink heterogeneous network. Wang et al. studied the robust beamforming and power allocation in a DF relay system, with two practical channel state information (CSI) error models considered [34] .
Despite the fact that great effort has been dedicated to the research on PLS in many wireless scenarios, only a few works have considered the security problem in NOMA systems [35] - [42] . In [35] , a novel design was studied by He et al., with secrecy considered in a NOMA system with an external eavesdropper. In [36] , Lei et al. exploited different antenna selection schemes to improve the secure performance of the single-input single-output (SISO) and MISO NOMA systems. For large-scale networks, Liu et al. leveraged the stochastic geometry method to model the locations of NOMA users and eavesdroppers, and the secrecy outage probability was derived for both single-antenna and multi-antenna cases [37] . In [38] , an optimal scheme was developed by Zhang et al. to maximize the secrecy sum rate for a SISO NOMA system, with quality of service (QoS) constraints fulfilled. Lv et al. exploited artificial noise to guarantee the secure transmission of MISO-NOMA networks in [39] . In [40] , beamforming was optimized by Li et al. to guarantee the secure transmission in the downlink MISO NOMA systems, in which the users are grouped as multiple clusters. The above works consider external eavesdropping. In [41] , the internal security in NOMA networks was considered. Given the enhancement of spectral efficiency, Ding et al. investigated a hybrid broadcast NOMA network with multicast-unicast streaming, and the secure performance of the unicast user was analyzed in terms of the secrecy outage probability [41] . In [42] , the beamforming and jamming were jointly optimized by Zhao et al. to enhance the security of MISO NOMA networks.
In this paper, we focus on the secure design of the private user for a NOMA system [1] . The privacy transmission of a specific user in a MISO NOMA system is considered. To this end, two effective schemes based on transmit beamforming are proposed to protect the confidential communication of this user, using special decoding order for SIC receivers. The key motivations and contributions of this paper are as follows:
• In NOMA systems, due to the fact that a weaker user's message has to be decoded at the stronger users with better channel conditions for the SIC, privacy between users cannot be guaranteed, especially for the weakest user. To the best of our knowledge, very few research works have discussed the security of the private message for NOMA users in the view of PLS [41] .
• Motivated by this, a novel SIC decoding order based on joint transmit beamforming and power allocation is designed to ensure the privacy of a specific user in MISO NOMA systems. Specifically, for the private user, the transmit beamforming vector is designed to minimize its information leakage to the other users, while maximizing the received signal strength at its own receiver. The remaining decoding order is consistent with the conventional NOMA.
• To further improve the security of the private user, we propose two schemes, i.e., the secrecy rate maximization (SRM) and zero-forcing (ZF) based schemes.
In the SRM scheme, the secrecy rate of the private user is maximized by jointly optimizing transmit beamforming vectors, with other users' QoS and power constraints of decoding order satisfied. Owing to its non-convexity, we first approximate it into a convex form using the ConCave-Convex procedure (CCCP) and then, a CCCPbased iterative algorithm is proposed to obtain its solutions.
• In the ZF-based scheme, the signal of the private user is zero-forced at other receivers via its transmit beamforming vector, and the feasibility of the zero-forcing condition is discussed as well. Similar to the SRM scheme, the secrecy rate of the private user is optimized via transmit beamforming optimization, with other users' QoS, the updated decoding order as well as the zero-forcing condition satisfied. The rest of this paper is organized as follows. In Section II, the system model is portrayed, followed by a new decoding order design for SIC. The SRM scheme is proposed in Section III, and a CCCP-based algorithm is devised to obtain its solutions. In Section IV, the ZF-based scheme is proposed to mitigate the information leakage of the private user at other users. In Section V, simulation results are presented, and the conclusions are illustrated in Section VII. 
II. SYSTEM MODEL
In this section, we first describe the considered downlink NOMA transmission scenario. Then, a novel decoding order for SIC receivers is presented, with the private transmission of the specific user considered.
A. System Model
We consider a downlink NOMA system as shown in Fig. 1 , in which the base station (BS) with M antennas transmits information to K single-antenna users. For simplicity, we define the index set of users as i ∈ K {1, 2, . . . , K}, and let U i denote the ith user. In the system, we assume that U k is the only prescribed user that requests private transmission from the BS, while the other users need the public information during the current time slot 1 . Moreover, to save the spectrum resource, we employ NOMA at the BS to transmit the superposition of private and public messages to all the users. However, the privacy of U k may be compromised due to the fact that the other users can be deemed as potential eavesdroppers that intend to intercept its information. Therefore, secure transmit beamforming should be designed to guarantee the transmission of the private message, i.e., the precoding vectors of all the users are optimized by the BS to enhance the privacy of U k .
In a NOMA system, the transmitted signal at the BS can be denoted as
where v i ∈ C M×1 is the precoding vector of the ith user, with
Then, the received signal at the ith user can be denoted as
where n i ∼ CN (0, σ 2 ) represents the additive white Gaussian noise (AWGN) at the ith user.
M×1 is the channel gain vector from the BS to U i , in which d i is the distance between U i and the BS, α is the path loss exponent and g i ∼ CN(0, I) denotes the Rayleigh fading channel 1 The proposed scheme can be extended to the case where more than one users require private transmission with more antennas at the BS, which is out of the scope of this paper.
vector. In addition, we assume that the distance order of all the users follows 1 , and the order of their channel-gain expectations can be expressed as
According to the principle of NOMA, SIC is adopted at each receiver to decode information, which can be performed based on the channel difference between users [2] , [5] . To further elaborate it, we take U i (1 ≤ i ≤ K − 1) as an example. In conventional NOMA systems, it is necessary for U i to decode messages from U 1 to U i−1 before retrieving its own information, and the achievable signal-to-interference-plusnoise-ratio (SINR) at U i can be expressed as
can successfully decode the signal of U j , and then can subtract it from the superposed signal, where γ j is the SINR threshold required for decoding the information of U j . After removing all signals from users before U i , the received SINR of U i can be denoted as
For i = K, the decoding signal-to-noise ratio (SNR) of U K can be expressed as
if the other users' signals can be removed correctly. From the above SIC decoding procedure, we can see that each user will receive the superposed signals from all users, and it has to decode the messages of the other users with the weaker channel strength before recovering its own message. This is a risk to the privacy of these users. In particular, if U 1 is the private user that has the weakest channel, all the other users can recover its message before decoding their own. On the other hand, if U K is the private user that has the strongest channel, its information will be hidden to the other users with conventional SIC decoding order. In this paper, to guarantee the private transmission of an arbitrary user in NOMA systems, we adopt a novel SIC decoding order based on the joint beamforming optimization in the following subsection, which also includes transmit power information.
B. A New Decoding Order
Note that we treat U k as the only private user in the rest of the paper. To ensure the privacy of the kth user, a novel decoding order for the SIC receivers is adopted in this paper. Unlike conventional NOMA, the decoding order of messages at each user is different when the privacy is considered. Specifically, to protect the privacy of a certain user, we introduce the transmit beamforming vector to make the received power of the private user the largest at its own receiver, and the weakest at other users' receivers. The remaining decoding order is consistent with conventional NOMA. To this end, the decoding order based on joint transmit beamforming and power allocation can be updated as
which provides a great benefit to the privacy protection, because the weakest received signal strength of the private user at other users will reduce the eavesdropping rate, and the strongest signal strength of the private user at its own receiver will improve its transmission rate. Thus, the security of U k can be guaranteed even when v k is available at other users, due to the single antenna equipped and extremely low received power of U k at other users.
In (6), higher received signal power of a specific user at a certain receiver does not mean higher transmit power for this user, due to the fact that the received signal power is not only determined by the transmit power and channel fading, but also by the transmit beamforming. In addition, unlike conventional single-antenna NOMA systems, joint transmit beamforming optimization can be leveraged to achieve the novel decoding order in (6), which is reasonable to realize when multiple antennas are equipped at the BS.
Using the decoding order in (6), the received SINR at U k can be denoted as
Subsequently, the received SINR of U j decoded at U n can be given as
When SIC has been perfectly performed at U j , its received SINR can be expressed as
It is worth noticing that the underlying principle for perfect SIC should be satisfied, in order to eliminate the interference before decoding the desired message. This means the transmission rate for U j cannot exceed the minimum between the achievable rate of U j at U n (n > j, n = k) and that at U j itself, for removing the message of U j from the superposed signal received at U n , i.e., the achievable rate of U j should meet the condition
Hence, combining (8) and (9), the achievable received SINR at U j can be denoted as
When SINR j ≥ γ j , the interference caused by U j at U n can be perfectly removed via SIC before decoding its own message. Next, we consider the eavesdropped SINR of the message for U k at the other (K − 1) users. Due to the fact that the unintended signals at other users are difficult to remove by SIC, the eavesdropped SINR of U k at U m can be written as
To further enhance the privacy of information for a specific user, we propose a secrecy rate maximization (SRM) scheme based on beamforming optimization in the next section, which aims to maximize the private user's secrecy rate, on the premise that the QoS demands of the other users and the decoding order constraints in (6) are satisfied.
III. SECRECY RATE MAXIMIZATION
In this section, the formulation of the SRM scheme is first presented and then, transformed into a convex problem via convex approximations. Finally, an iterative algorithm based on CCCP is proposed to obtain the Karush-Kuhn-Tucker (KKT) solution.
A. Problem Formulation
In the SRM scheme, we maximize the secrecy rate of the private user by optimizing the transmit beamforming design, with the constraints on the other users' QoS requirements and the decoding order. Based on (7) and (11), the secrecy rate of the kth user R sk can be given by
where [x] + max(x, 0). In order to optimize the security performance of the private user and guarantee the QoS of other users, the optimization problem can be formulated as
where γ j represents the received SINR threshold at U j , and SINR j can be found in (10) . P BS is the total transmit power of the BS. By solving (13) , the security performance of U k can be optimized via maximizing the transmission rate and minimizing the eavesdropping rate, while the QoS requirements of other users are satisfied as well. In addition, we assume that the BS has the knowledge of CSI from all the users in (13) , including the potential eavesdroppers, which is also a reasonable assumption for conventional NOMA systems. Note that, the optimization problem in (13) is not convex and its global optimum is difficult to obtain, due to the fact that the objective function and most constraints in (13) are nonconvex. Consequently, in the next subsection, we first convert (13) into a convex one via approximations before solving it.
B. Approximate Transformations
The problem (13) is non-convex, and it is difficult to solve it directly. However, the original problem can be first transformed via CCCP, and then, an iterative algorithm can be presented to obtain its KKT solution. To do this, we first introduce the auxiliary variables t 1 and t 2 as
and
Substituting (7), (10) and (11) into (14), it can be equivalently rewritten as max vi,t1,t2
(6) and
Observe that (15a) is non-decreasing. Thus, it is equivalent to maximizing the geometric mean between t 1 and t 2 , i.e., √ t 1 t 2 , which is concave and increasing. Based on this, problem (15) can be changed into problem (16) .
For (16b), we can recast it as a second-order cone (SOC) (16) is still non-convex in that both sides of the inequality in (16c)-(16f) are convex functions. Moreover, a series of inequalities in (6) also lead to the non-convexity of (16) . To deal with them, we leverage the idea of CCCP to make prudent approximations and convert them into convex ones. Before the conversion, we first recall some conclusions in [43] as Lemma 1.
Lemma 1: A differentiable convex function f (x) can be approximated by its corresponding tangential function g x, x
(m) at the point of tangency x (m) , which can also be deemed as the first-order Taylor expansion around x (m) as
where the equality holds when x = x (m) . Based on Lemma 1, we can transform (16c)-(16f) into convex ones using the following presented proposition.
Proposition 1: For notational convenience, we define
and their corresponding first-order Taylor approximation over a certain point can be calculated as
By using (17) and (19) , constraints (16c)-(16f) can be approximated as convex ones. Proof: In (18a), the function is convex in a quadraticover-linear form. According to Lemma 1, it satisfies
where
The second equality in (21) can hold owing to the fact that v kv † k 0 and h k h † k 0. Similarly, the same operation can be adapted to the functions (18b) and (18c), and their corresponding first order Taylor series can be obtained as (19b) and (19c), respectively. Substituting the right sides of the constraints (16c)-(16f) with the formulas in (19), we can notice that the original norm-squared functions have been converted into linear functions. Consequently, the constraints (16c)-(16f) become convex through the above approximations. In addition, it's worth noting that the approximation is compact with the conditions v k = v k ,t 1 = t 1 andt 2 = t 2 satisfied, which can be achieved by an iterative algorithm based on the principle of CCCP that we will introduce later.
Finally, for the non-convex condition (6), the decoding order for U k is equivalent to
Obviously, the right sides of the inequalities in (22) are the quadratic functions with variable v k , and thus, we can utilize the same method as above to linearize them. Particularly, we define
Then, the first-order Taylor approximation to (23) can be denoted as (24) , the constraint in (22) can be transformed as
which is convex and easy to solve. Similarly, other orders can be transformed, and we can use S S 1 , S 2 , . . . , S K to represent the converted form of the constraint (6) .
With all the above transformations, (13) can be reformulated as a solvable convex one. Furthermore, to reduce the computational complexity, the problem (13) is rewritten as a second-order cone programming (SOCP) problem [44] , [45] , which can be expressed as (26) at the top of the next page.
C. Proposed Algorithm
Based on the above transformations, the problem in (26) can be solved using the existing toolboxes, such as CVX. However,
S and the optimal solution of (26) is not the same as that of problem (13), due to the transformations. Thus, we propose an iterative algorithm based on the idea of CCCP, to obtain the KKT values of (13) . Details of the algorithm are summarized as Algorithm 1.
The feasibility of Algorithm 1 for the original problem (13) is proved in Proposition 2.
Proposition 2: For Algorithm 1, the feasible set of problem (26) is within that of the original problem (13) .
Proof: Without loss of generality, we mainly analyze the transformation of the constraint (16c). Considering the principle of CCCP, two important properties can be satisfied between the original function F 1 (v k , t 1 ) and the surrogate function L 1 (v k , t 1 ,v k ,t 1 ) , i.e.,
For brevity, we define
and the constraint (16c) can be rewritten as
Apparently, the following inequality can be satisfied in terms of (27a).
Therefore, in the nth iteration, (29) can be equivalent to
where the equality can be achieved with v
met, i.e., Algorithm 1 is convergent, which will be illustrated later.
The conclusion in (31) can be extended to all the other constraints that adopt the same approximation. Hence, we can conclude that the feasible set of (26) is a subset of that of the original problem (13) , which indicates that a local optimum value of the problem (13) can be obtained using (26) .
In addition, it's worth noticing that Algorithm 1 is convergent based on results in [46] and [47] . In particular, in each iteration, the value of the objective function tends to be no less than its value in the preceding iteration, which demonstrates that the secrecy rate will not be decreasing with the increasing number of iterations. Moreover, both the QoS requirements of other users and the power constraint limit the growth of secrecy rate, which guarantees the convergence of Algorithm 1. According to [17] and [46] , a KKT solution to the problem (13) can be obtained via Algorithm 1.
IV. ZERO-FORCING BASED SCHEME
In Section III, we presented the SRM scheme to maximize the secrecy rate of the private user in NOMA systems, with guaranteed QoS for the other users, which can be solved using Algorithm 1. Nevertheless, the privacy and security of the specific user can be further improved by zero-forcing its signal at other users with lower computational complexity, when adequate antennas are equipped at the BS. Thus, a ZF-based scheme is proposed in this section.
A. ZF-based Scheme
In the ZF-based scheme, we zero-force the signal of the private user at other users via the transmit beamforming design, and thus, the other users cannot even receive the private information to perform eavesdropping. In this case, the decoding order defined in Section II can be modified as
According to (32) , the received SINR of U j decoded at U n can be expressed as
Then, the received SINR of U j can be denoted as follows when SIC is perfectly carried out at all users.
Similarly, the achievable received SINR of U j and the private user U k can be given the same as (10) and (7), respectively. Besides, it's worth noting that the eavesdropped SINR becomes zero in this case, which means that the information of the private user is not leaked to the other users. Hence, the private transmission of the specific user can be perfectly guaranteed.
To further enhance the performance of the private user, we aim to maximize its transmission rate with SINR constraints for the other users and zero-forcing restrictions satisfied, under the condition of the given power threshold and the SIC decoding order (32) . To this end, the optimization problem can be formulated as
(32) and
Note that problem (35) is not convex due to the non-concave objective function (35a) and non-convex constraints (35b) and (32) . Moreover, the restriction (35c) cannot be held unless the condition in the subsequent Lemma 2 is satisfied, which means that zero-forcing can be performed only when adequate antennas are equipped at the BS.
Lemma 2:
The constraint in (35c) can be satisfied only when M ≥ K.
Proof: (35c) can be regarded as a set of homogeneous linear equations. It can be solved only if the number of variables is not smaller than the number of equations. Thus, we need to analyze the relationship between the numbers of variables and equations in (35c).
In the zero-forcing scheme, the information of the private user needs to be zero-forced at all the other users in the NOMA system. Thus, the number of equations in (35c) is given by
The number of variables in (35c) can be calculated as
Thus, let N e ≤ N v , and we can obtain the inequality as
With (38) satisfied, the constraint (35c) can be solved. Although the signal of the private user can also be zero-forced at other users in conventional MISO networks without NOMA when M ≥ K, in this paper, we aim to solve the privacy problem of the NOMA systems, instead of using NOMA to solve the privacy problem.
Considering the objective function (35a) and constraints (35b) and (32), we can transform them by employing the similar approximate method that has been used in Section III-B. As a result, the problem (35) can be transformed as (39) at the bottom of the next page, where
. Note that the difference between the decoding order constraint S in (26) and S in (39) is that the items h † j v k (j ∈ K\{k}) are removed from the decoding order of all the users except U k . In addition, the zero-forced constraints have no impact on the convexity of problem (39) . Therefore, we can run Algorithm 1 to solve (39) iteratively to calculate the KKT solutions of the problem (35) .
According to Lemma 2, we can know that the ZF-based scheme is infeasible if M < K. In this case, we can force the private information to be 0 at only some of the common users, or we can adopt the SRM scheme instead.
B. Comparison of Two Schemes
In Section III and IV-A, the SRM and ZF-based schemes are proposed to guarantee the secure transmission of the private user in MISO NOMA systems, respectively. Both have their own features, which are discussed as follows.
• Feasibility: In the ZF-based scheme, the signal of the private user can be zero-forced at all the other users only when the condition (38) derived in Lemma 2 is satisfied, i.e., the problem (35) is able to be solved with the inequality M ≥ K held. However, in the SRM scheme, the solutions of the problem (13) can be obtained, even in the case that the number of users is larger than that of transmit antennas, i.e., M < K. Hence, the SRM scheme is more flexible to be utilized, especially when the antennas of the BS are inadequate.
• Performance: From Lemma 2, we can know that the ZF-based scheme cannot be performed in the case of M < K, while the SRM scheme can still work. When M ≥ K, these two schemes may achieve almost the same performance, and we tend to choose the ZF-based scheme considering the computational complexity.
• Complexity: According to [44] , we can see that the computational complexity of the interior-point algorithm for SOCP relies on the number of constraints and variables and the dimensions of all the SOC constraints, which become lower in the ZF-based scheme than that in the SRM scheme. Namely, compared with problem (26), the number of constraints and variables and the total dimensions of all the SOC constraints in problem (39) can be significantly reduced due to the zero-forcing operation. Thus, the computation complexity of the ZF-based scheme is lower than that of the SRM scheme. For the detail of complexity analysis, refer to Appendix. Therefore, when adequate antennas are available at the BS, the ZF-based scheme can be adopted to achieve perfect security for the private user with lower complexity. On the other hand, when antennas are inadequate at BS, i.e., the number of antennas at the BS is smaller than that of mobile users, the SRM scheme can be utilized with reliable performance.
V. SIMULATION RESULTS AND DISCUSSIONS
Simulation results are presented to evaluate the performance of the two proposed schemes in this section. The distance between the BS and all the mobile users are defined via a set d 
in meters. In addition, we assume that all the channels are subject to slow Rayleigh block fading, and that the SINR constraints of common users are set to be equal, i.e., γ j = γ. Also, set α = 2, σ 2 = −20 dBm for all users. First, we set U 2 as the private user, and the average rate of U 2 and the transmission rate of the other users for the SRM scheme are compared for different SINR thresholds of γ in Fig. 2 and Fig. 3 , respectively, where M = 4, K = 3, and P BS = 25 dBm. From Fig. 2 , we can observe that the secrecy rate, transmission rate and eavesdropping rate of U 2 all decrease when γ increases, due to the decrease of the transmit power allocated the private user with larger γ. In addition, both the secrecy rate and transmission rate of the private user will decrease as it becomes farther away from the BS, because the channel fading becomes more severe and the transmission rate is the main factor to determine the secrecy rate. From Fig. 3 , we can see that the transmission rate of the other common users increases with γ, and their QoS demands can be always satisfied. Besides, the distance between the BS and the private user U 2 has little influence on the transmission rate of these users.
In Fig. 4 , the impact of different transmit power thresholds P BS on the secrecy rate in the SRM scheme is investigated, where K = 3, M = 3, γ = 7, and four cases, From the results, we can see that the secrecy rate of U 2 increases with P BS at the BS, as the transmission rate of U 2 will become higher with higher transmit power. Besides, we can find that the secrecy rate of U2 is almost unchanged with a shorter distance between the BS and the other common users. Comparison of the secrecy rate of different users under varing thresholds of P BS in a 3-user MISO NOMA network with both cases of the SRM scheme and conventional NOMA scheme considered.
In contrast, the secrecy rate of U2 will increase obviously when it becomes closer to the BS, due to less path loss.
The secrecy rate of different users is compared with the different transmit power thresholds of P BS in Fig. 5 , where K = 3, M = 3, γ = 7, and d = (5, 22.5, 40) . In the simulation, U 1 , U 2 , and U 3 are considered as the private user, respectively. To compare with the proposed SRM scheme, we adopt the same optimization problem for the conventional NOMA scheme with normal decoding order, i.e., |h †
From the results, we can observe that the secrecy rate for U 1 and U 2 in the conventional NOMA scheme is 0, while the secrecy rate in the SRM scheme can be significantly improved with P BS . This is because the strongest user U 3 has to decode their messages before recovering its own signal according to the normal decoding order. Thus, there is no privacy preservation for the weaker users in the conventional NOMA scheme. For U 3 , its secrecy rate in the SRM scheme is also higher than that in the conventional NOMA scheme, due to the novel decoding order used in this paper. In addition, it is worth noticing that U 3 has the highest secrecy rate in the SRM scheme, while U 1 has the lowest. This demonstrates that the private transmission is more secure for users closer to BS, which is consistent with the analysis in Section II.
Subsequently, the secrecy rate of private user for the SRM scheme is compared with different values of M , K and P BS in Fig. 6 , where γ = 1. In addition, d = (5, 22.5, 40) and d = (5, 13.75, 22.5, 31.25, 40) are set and U 2 and U 3 are selected as the private user for the 3-user and 5-user MISO NOMA systems, respectively. From the results, we can see that the secrecy rate becomes higher with a larger number of antennas, especially when M ≥ K, due to the fact that the transmission rate of the private user grows while the eavesdropping rate decreases, when more antennas are equipped at the BS. In addition, it can be seen that the secrecy rate of the private user when K = 3 is higher than that in the 5-user NOMA system with the same number of antennas equipped at the BS, i.e., the curve of M = 4 and K = 3 is much higher than that of M = 4 and K = 5. This indicates that the redundant antennas can be utilized to further enhance the security of the private user.
The secrecy rate of private user U 2 and the transmission rate of other common users in the SRM and ZF-based schemes are compared with different numbers of antennas in a 3-user MISO NOMA network in Fig. 7 and Fig. 8, respectively . In this simulation, we assume that γ = 7 and d = (5, 22.5, 40) . From Fig. 7 , we can see that the secrecy rate of the SRM scheme and the ZF-based scheme is close to each other for the same number of antennas, when M ≥ K. When M < K, only the SRM scheme is feasible in the system, whose performance has already been shown in Fig. 6. From Fig. 8 , we can find that the transmission rate of all the other common users can satisfy their QoS requirements in both of these two schemes, which is consistent with their objectives in (13) and (36) . Furthermore, the transmission rate of U 3 becomes higher as P BS increases in the SRM scheme, due to the fact that according to (11) , the increment of transmit power for U 3 can degrade the eavesdropping performance.
Finally, we study the performance of secrecy rate of private user U 3 for the SRM and ZF-based scheme in a 5-user MISO NOMA network with different numbers of antennas, as shown in Fig. 9 , where K = 5, γ = 1, d = (5, 13.75, 22.5, 31.25, 40) , and three cases of P = 28 dBm, P = 32 dBm and P = 36 dBm are considered. From the results, we can see that O N 0.5K 3 + 0.5K + 2 1.5K 2 − 0.5K + 2KM + 3 2 1.8333K 3 + 2.1667K + KM + 3 . 
the secrecy rate of the private user U 3 becomes higher with both the increasing of the transmit power and the number of antennas, which is consistent with previous analysis. In addition, when M < K, i.e., the zero-forcing constraints in (36c) cannot be satisfied, the secrecy rate of U 3 in the SRM scheme is much higher than that in the ZF-based scheme. Hence, the SRM scheme is more suitable to be used in the case of inadequate antennas equipped at the BS, which is agree with the analysis in Section IV-B. When M ≥ K, as the performance of these two schemes is almost the same, we tend to choose the ZF-based Scheme allowing for the computational complexity.
VI. CONCLUSIONS
In this paper, we have investigated the security performance of the private user in MISO NOMA systems, and a novel decoding order for SIC was presented via beamforming to guarantee its privacy transmission. Furthermore, two schemes based on beamforming optimization were proposed to boost the security of the private user, i.e., the SRM scheme and the ZF-based scheme. In the SRM scheme, the secrecy rate of the private user was maximized with both other common users' QoS requirements and decoding order constraints satisfied. To solve the non-convex problem, we first converted it into a convex one, and then, a CCCP-based algorithm was developed to gain its solutions. In the ZF-based scheme, the information of the private user was zero-forced at other common users through beamforming, and its transmission rate could be maximized on the premise that the other common users' QoS, the updated decoding order and the zero-forcing constraints were fulfilled. Extensive simulation results were presented to verify their effectiveness.
APPENDIX COMPLEXITY ANALYSIS
According to [44] , we can know that the number of constraints and variables and the dimensions of all the SOC constraints needs to be calculated to analyze the complexity of the two schemes.
First, the total number of constraints in (26) and (39) can be obtained as (0.5K 3 +0.5K +2) and (0.5K 3 −K 2 +2.5K +1), respectively. Thus, in each step, the number of iterations utilized to reduce the duality gap to a threshold can be upper bounded by O 0.5K 3 + 0.5K + 2 ,
and O 0.5K 3 − K 2 + 2.5K + 1 ,
respectively. Then, the number of variables and dimensions of all the SOC constraints for (26) can be calculated as (1.5K
2 −0.5K + 2KM +3) and (1.8333K 3 +2.1667K +KM +3), respectively.
Thus, according to [44] , the complexity of Algorithm 1 for the SRM scheme can be obtained as (42) . Similarly, the complexity of Algorithm 1 for the ZF-based scheme can be calculated as (43) . In (43), the items (1.5K 2 − 2.5K + 2KM + 4) and (1.8333K
3 − 4K 2 + 7.1667K + KM + 2) are the total number of variables and dimensions of all the SOC constraints, respectively.
Comparing (42) with (43) at the top of the this page, we can conclude that the complexity of ZF-based scheme is lower than that of SRM scheme.
